




3.3.3 The SIRO will delegate responsibility for ensuring compliance with this policy in 
terms of information technologies used by the University to the Director of IT 
Services. 

 
3.4 Director of IT Services 
 

3.4.1  The Director of IT Services is responsible for ensuring that information technologies 
used by the University enable compliance with this policy. 

 
3.5 Heads of Schools and Professional Services Directors  
 

3.5.1 Heads of Schools and Professional Services Directors have responsibility for ensuring 
that their staff are familiar with this policy and that classification and handling of 
information throughout the School or Division is in compliance with this policy.  

 
3.6 All Individual Staff Members 
 

3.6.1 All staff are responsible for familiarising themselves with this policy and complying 
with it. 

 
3.6.2  All staff must ensure that information they handle is appropriately classified and 

handled in accordance with this policy and the Information Classification and 
Handling Matrix.  

 
4. POLICY 
 
4.1  Classification of information 
 

4.1.1 All information 



Information such as video capture of lectures and Committee papers would 
fall within this classification. 

 

�x Sensitive – sensitive information requires appropriate controls and measures 
in place, and needs to be handled in a manner that prevents unauthorised 
access. Inappropriate disclosure or dissemination would likely cause financial 
or reputational damage to the University, or impact on individuals. Examples 
include ‘personal data’ as defined by data protection legislation (in particular, 
special categories of personal data), confidential information and information 
that is commercially sensitive. 

 

�x Protected – protected information has the most significant value for the 
University and its unauthorised disclosure or dissemination would result in 
severe financial or reputational damage to the University, or significant harm 
to individuals. Access to such information must be explicitly granted and 
access must be protected by appropriate information security measures. 
Examples include information relating to security or the prevention or 
detection of crime, or highly valuable commercial or research information, 
often bound by contractual or legal obligations. 

 
4.1.3 The assessment of risk and the classification of information should take account of 

the value of the information (financial or otherwise) and the likelihood and impact of 
harm to the institution or others should the information be wrongly disclosed, 
altered or lost.  

 
4.1.4 Most information will fall into the ‘



https://ico.org.uk/for-organisations/guide-to-data-protection/guide-to-the-general-data-protection-regulation-gdpr/
https://ico.org.uk/for-organisations/guide-to-data-protection/guide-to-the-general-data-protection-regulation-gdpr/
http://www.legislation.gov.uk/ukpga/2018/12/contents/enacted
https://www.legislation.gov.uk/ukpga/2000/36/contents
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